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An act to decrease cybercrime originating in Spain.

Be it hereby enacted by the General Assembly of the United Nations

Justification Clause: Cybercrime is becoming an increasing global issue. Spain is ranked #6 in the nation for
having the most cybercrime in the world. Cybercrime such as computer viruses, theft, fraud, spyware,
hacking, phishing, spoofing, pinging, port scanning and botnets is costing individuals, companies, and
governments hundreds of millions of dollars a year. By the year 2017, it is estimated that the cost of global
cybercrime with be well over $100 billion and affect more than 550 million people per year.

Section I: We propose to establish a task force which will work with the Spanish government. The task force
will include a technology professional, an international intelligence agent, and director of security from each
of the BIG 5 countries and Spain.

Section ll: This task force will assess and monitor known cyber crime issues taking place in Spain.
Section Ill: The task force will trace source(s) of cyber crime domains.

Section |V: The task force will then conduct investigations and arrest the cyber criminals. At this point, the
Spanish government will take over the prosecution, conviction, and punishment of suspected criminals.

Section V: The initial funding of the task force will be provided by the UN with additional funds coming from
the Spanish government.

Section VI: This proposal will take effect 6 months after passage. The task force will spend a total of two
years in Spain. The first year will include set-up and information gathering. The second year will consist of
training Spanish government officials to take over the work of the task force so they may continue to
monitor, investigate, and prosecute those involved with cybercrimes.




